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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial mstitution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadeast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions. it still suffers from the inherent weakneszses of the tmst based model.
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Message from Governor Kuroda on the occasion of the
establishment of the FinTech Center

April 1, 2016

FinTech is gaining considerable attention in recent years as it applies
new technologies -- including those of information and
communications -- to innovative financial services.

Considering that finance is closely associated with

information, developments in information technology and its
application can broaden the frontiers of financial services. In
addition, such developments have the potential to improve the
efficiency of financial services, and further bring a wide range of
benefits to the economy as a whole through promoting new
economic activities.

In order to bring new products and services to life, the interaction of
knowledge and creativity is extremely important. To foster FinTech
and maximize its contribution to the economy as a whole,
constructive and interactive communication among a wide range of
players, including those affiliated with traditional finance industry and
academic community, is required. Bearing this in mind, the Bank
today established the FinTech Center within its Payment and
Settlement Systems Department.

The Bank aims to reinforce its efforts in which the developments of
FinTech will contribute to enhancing financial services and achieving
sustainable growth of Japan's economy. The Bank will also endeavor
to play an active role as a catalyst for promoting interaction among
financial practices and innovative technologies, research and study,
and the needs of the economic society. The Center will serve as a
hub for such interaction. | hope that a wide range of parties involved
in financial innovations and FinTech will give support to and take full
advantage of the Center's activities.

Haruhiko Kuroda
Governor of the Bank of Japan

42



[ﬁﬁﬂ%fﬁ{ttya—]

EREEATOREL.
BRIERT —2DiER

RAMER

SRBES [ [FinTech-lz‘/’;‘l—]

JOvoF— .
A—T AP REFEEL

BmELLEA

[ﬂﬁﬁmﬁmtya—]

SR, EFIR—.
A RRGE. EFFREEE

TR DERE

FinTech&yh7—%

43



